
EMAIL SECURITY 

COMPETITOR ANALYSIS



Mimecast Proofpoint Libraesva Barracuda Symantec Cisco 
IronPort

Forcepoint Fusemail/
Vipre

Spam Titan Office 365 
+ATP

FEATURES YOU NEED

1. Option for On-
Premise, Virtual or 
Physical

x ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ x

2. Option for Cloud/
SaaS ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
3. BEC ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ x
4. URL/Link 
Sandboxing ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
5. Document 
Sandboxing ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ x ✓
6. DLP (data loss 
prevention ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ x
7. Email Remediation ✓ ✓ ✓ ✓ x ✓ ✓ ✓ x ✓
8. Message Recall x x ✓ x x x x x x x
9. End to End 
Encryption ✓ ✓ ✓ ✓ x ✓ ✓ ✓ x ✓
10. Safeguarding 
Protection x x ✓ ✓ x x x x x x
11. Phishing 
Simulation & Security 
Awareness Training

✓ ✓ ✓ ✓ ✓ x x ✓ ✓ ✓

12. Archiving

13. Option for On-
Premise, Virtual or 
Physical

x ✓ ✓ ✓ - ✓ - - ✓ x

14. Cloud/SaaS ✓ ✓ ✓ ✓ - ✓ - - ✓ x
15. Zero Data 
Ingestion Cost x x ✓ x - x - - x x
16. All in One License/
Modular License x x ✓ x - x - - ✓ x
TOTAL SCORE (/15):
(features available 
in standard price for 
250 users on a 1 year 
subscription (price per 
user))

9 11 15 12 7 10 8 9 9 6

Free Trial NO NO YES YES YES NO YES YES YES NO

Disclaimer:
The information used to compile this competitive analysis of email security providers has been prepared following research by our team of current information and data available on vendor websites and on 
information published by other industry bodies. 



Benchmark for this assessment

We’ve taken Computing Magazine’s criteria used for judging their ‘2020 Computing Best Email Security Solution’ category.

Here are the 15 essential features they think you need to consider:

1. Option for On Premise, Virtual or 
Physical archiving 

Options for self-hosting the solution

2. Option forCloud/SaaS 

Options for a Cloud Hosted Solution

3. BEC

Stop scammers from impersonating your 
staff and contacting other areas of the 
business

4, URL/Link Sandboxing 

Takes the guesswork out of which URL’s 
or links are safe and reduces the impact of 
user error

5. Document Sandboxing

As with URL/Link Sandboxing, removes 
dangerous or suspicious attachments from 
emails

6. Data Loss Prevention

Ensures users don’t sensitive or critical 
information outside the corporate network

7. Email Remediation

Removes unwanted emails from your users 
mailboxes

8. Message Recall

Retracts emails you’ve sent

9. End to End Encryption

Make sure your message can only be seen 
by those for whom it was intended

10. Safeguarding Protection

Protects users from unwanted content.  
Especially important in age-critical 
environments

11. Phishing Simulation & Security 
Awareness Training

Know who’s the risk and teach them how to 
not be

12. On Premise, Virtual or Physical 
archiving

Options for self-hosting the solution

13. Cloud/SaaS Archiving

Options for a Cloud Hosted Solution

14. Zero Data Ingestion Cost

It’s your data, so why are you paying to get it 
in or out, if you change vendor

15. All-in-One License/Modular License

Making sure you don’t pay over the odds for 
the email security features you need
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