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CYBER SECURITY

IT'S EVERYONE'S
RESPONSIBILITY




Cyber security has become an integral part of the digital ecosystem, affecting

individuals, businesses, and governments alike. From the minute a birth is
documented, to the time a notification of death is filed, humans enter the pot of
data which is continuously stirred by advancements in technology and changes in
digital behaviour.

This omnipresence of data collection and exchange creates a fertile ground for cyber
threats, ranging from identity theft and financial fraud to espionage and infrastructure
attacks. As we navigate through this landscape, the importance of cyber security
measures cannot be overstated.

Exploring Vulnerabilities and Consequences

This discussion paper aims to shed light on the cascading impact of cyber crime, starting
from the new breed of child hackers, personal responsibility, micro and SMBs without
adequate cyber protection, to the broader implications for larger enterprises and the
economy at large.

By exploring the vulnerabilities, direct and indirect consequences of cyber attacks on
smaller businesses, and their extended effects on the larger business ecosystem, this
paper seeks to underline the interconnected nature of cyber security in the digital age.
Through this exploration, the intention is to foster a deeper understanding of the collective
approach needed to mitigate cyber threats across businesses of all sizes, emphasising
the role of comprehensive cyber security strategies in safeguarding the digital frontier.
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01 INTRODUCTION

The Critical Role of cyber security Measures

Through life, cyber security acts as a digital shield protecting the integrity, confidentiality,
and availability of information in the cyber space. Governments, corporations, and
individuals are increasingly prioritising cyber security, investing in robust security
frameworks, ongoing education, and proactive defence strategies to safeguard against
the ever-evolving cyber threats.

This collective effort is crucial for maintaining trust in digital systems and ensuring the
safe continuation of our increasingly digital lives.

The opportunities for innovation and growth have been vast, but with that comes the
introduction of significant risks, which has evolved to become one of the most pressing
challenges for the global economy.
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Strategies for protection

Businesses, irrespective of their size, find themselves at the crossroads of benefiting from
digital advancements and protecting their assets against increasingly sophisticated cyber
threats.

Cyber security, therefore, is not just a technical necessity but a critical business
imperative. For large corporations, the stakes are high, with the potential for significant
financial losses, reputational damage, and operational disruption.

However, it is the micro and small to medium-sized businesses (SMBs) that are
disproportionately affected. These entities often operate under constraints such as limited
financial resources, lack of specialised knowledge, and insufficient cyber security
measures, making them particularly vulnerable to cyber attacks.

The ramifications of such vulnerabilities are not confined to the businesses directly
targeted but extend to the larger enterprises they are connected with, often through
supply chains or service provisions.

The pervasive threat of cyber crime poses unique challenges across the business
spectrum, significantly impacting how entities of varying sizes address security concerns.
While larger enterprises invest heavily in comprehensive cyber security measures, small
and medium-sized businesses (SMBs), particularly those operating within supply chains,
often exhibit a stark contrast in their cyber defence capabilities. This disparity not only
places SMBs at heightened risk but also creates vulnerabilities within larger networks that
rely on these smaller entities, underscoring the interconnected nature of cyber security
risks in the modern digital landscape.

1.1 Strategies for protection

Large businesses typically possess the resources and infrastructure necessary to
implement advanced cyber security strategies. These corporations often deploy a multi-
layered defence mechanism that includes the latest in threat detection, encryption,
firewalls, and incident response protocols. Furthermore, they have the capacity to invest
in continuous employee training and awareness programs, reinforcing the human aspect
of cyber defences. The result is a robust security posture that can adapt to evolving
threats, ensuring the protection of critical assets and maintaining customer trust.
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1.2 The Vulnerability of SMBs

In contrast, SMBs frequently struggle with limited resources, both in terms of finances and
expertise. Many small businesses operate under the misconception that their size makes
them less attractive targets for cyber criminals. However, their role in larger supply chains
can make them prime targets, acting as entry points to infiltrate more extensive networks.
The lack of comprehensive security measures, coupled with inadequate incident
response plans, leaves these smaller entities—and by extension, the larger businesses
they are connected to—vulnerable to cyber attacks.

1.3 The Impact on Supply Chains

The interconnected nature of supply chains means that a single vulnerability can have
far-reaching consequences. When SMBs in a supply chain lack adequate cyber
defences, they not only endanger their own operations but also compromise the security
of larger businesses. cyber criminals can exploit these weaknesses to gain unauthorised
access to the networks of bigger corporations through their smaller partners. This form of
attack can lead to significant financial losses, operational disruptions, and reputational
damage for all parties involved.
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1.4 Not forgetting Personal Devices and loT

The Internet of Things (I0T) represents a revolution in connectivity, offering
unprecedented convenience and efficiency both in our personal lives and across various
industries. However, the rapid proliferation of IoT devices—ranging from wearables to
smart home systems—brings with it significant cyber security risks.

These risks are not confined to the individual level but extend to small and large
businesses alike, especially when personal 10T devices intersect with small businesses or
corporate networks and data. This intersection blurs the line between personal and
professional security postures, introducing vulnerabilities into otherwise secure
environments.

1.6 Career Hackers: Our Children

Learning programming in school unlocks a world of discovery for children, igniting their
natural curiosity and empowering them with the skills to shape the digital future. In the
classroom, they dive into the logic of code, learning through a mix of instruction and
hands-on projects that foster critical thinking, creativity, and resilience. But the learning
doesn't end there; their curiosity spills over into their everyday lives, where they
experiment with building apps, tinkering with robotics, or even tackling coding
challenges at home.

These experiences equip them with not just technical skills, but also the ability to
collaborate, think creatively, and solve problems—preparing them for a future where
they can either leverage technology to innovate and make a difference in a positive or
negative way.
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02 ADDESSING THE DISPARITY

To mitigate these risks, it's imperative for larger corporations to not only fortify their own
cyber defences but also to support their smaller counterparts in enhancing their cyber
security posture. This can include providing cyber security training, sharing threat
intelligence, and offering financial assistance to implement necessary security measures.
Additionally, establishing cyber security standards and requirements for SMBs within the
supply chain can help elevate the overall security level.

Moreover, governments and industry associations play a crucial role by offering
guidance, resources, and incentives for SMBs to improve their cyber security. This
collaborative approach ensures a more resilient supply chain, protecting against the
cascading effects of cyber attacks initiated through smaller businesses.

The battle against cyber crime requires a united front, recognising that the security of
businesses, regardless of size, is interdependent. As cyber threats continue to evolve,
fostering a culture of collective cyber security resilience across all levels of the supply
chain is not just beneficial but essential. By addressing the unique challenges faced by
SMBs and integrating them into broader cyber security strategies, businesses can create
a more secure digital ecosystem, safeguarding the integrity of their operations and the
data of their customers.
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2.1 The Vulnerability of SMBs

The incidence of cyber crime has been on a steady rise, reflecting the growing
sophistication of cyber criminals and the increasing reliance of businesses and individuals
on digital technologies

Recent statistics highlight the escalating challenge:

> The global cost of cyber crime is expected to grow, with estimates suggesting it
could reach trillions annually.

> A significant percentage of businesses worldwide report experiencing at least one
form of cyber attack within a given year, underscoring the widespread nature of the
threat.

> Ransomware attacks have seen a particular surge, with both the frequency and the
demanded ransom amounts increasing.

NC 09

2024




2.2 Examples of Prominent Cyber Attacks in Supply Chains

Cyber attacks stemming from supply chain vulnerabilities have been increasingly
prominent, showcasing the interconnected and interdependent nature of modern digital
ecosystems. Supply chain attacks exploit the relationships and trust between companies
and their suppliers or service providers to compromise security, often by inserting
malicious code into legitimate software updates or compromising hardware components.
These types of attacks can have far-reaching consequences due to the widespread use
of affected components or software.

Here are a few notable examples

> Kaseya (2021): Kaseya, a company that provides software for managing IT services,
was targeted in a ransomware attack. The attackers exploited vulnerabilities to
distribute ransomware through Kaseya's software, affecting hundreds of businesses
worldwide, including a large number of managed service providers and their
customers.

> SolarWinds (2020): Perhaps the most infamous supply chain attack, malicious
actors compromised the software build system of SolarWinds, a company that
produces network management software. This allowed them to insert a backdoor into
the software's updates, distributed to thousands of SolarWinds' customers, including
significant portions of the US government, leading to widespread data breaches.

> ASUS Live Update (2019): Hackers managed to distribute malware via the ASUS
Live Update utility, a software tool used to update the BIOS, UEFI, drivers, and
applications on ASUS laptops and desktops. The malicious updates were signed with
ASUS'’ digital certificate, making them appear legitimate to users and security tools.

> NotPetya (2017): This attack initially targeted Ukrainian businesses through a malicious
update to M.E.Doc, a widely used tax accounting software in Ukraine. NotPetya spread
globally, causing billions in damages to multinational companies. Despite posing as
ransomware, its primary function was to wipe data, making recovery impossible.

> CCleaner (2017): CCleaner, a popular system cleaning tool, was compromised when
hackers infiltrated its software development or update infrastructure. This allowed the
attackers to distribute a malicious version of the software to millions of users, enabling
them to potentially harvest sensitive data and gain access to affected systems.

These incidents underscore the importance of securing the supply chain at all levels, as
attackers can exploit any weak link to compromise vast networks of organisations. They
also highlight the challenge of ensuring security in a landscape where businesses are
increasingly reliant on external suppliers and service providers for critical software and
hardware components.
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03 VULNERABILITY OF MICR
BUSINESSES AND SMBs

Micro and small to medium-sized businesses (SMBs) often find themselves at a
heightened risk of cyber crime for several reasons, notably their limited resources and
lack of awareness regarding cyber security.

While these businesses play a crucial role in the economy, contributing significantly to
innovation, employment, and GDP, they often do not have the same level of security
infrastructure or dedicated personnel as larger enterprises. This discrepancy makes them
particularly appealing targets for cyber criminals for the following reasons:

> Limited resources for cyber security Many micro and SMBs operate with
constrained budgets, which can result in underinvestment in cyber security
measures. This might include outdated security software, lack of regular system
updates, and the absence of sophisticated security protocols.

> Lack of awareness There is often a gap in cyber security knowledge among these
businesses. This lack of awareness about potential threats and necessary
prevention measures can leave them more exposed to attacks.

> Insufficient personnel training Employees at smaller businesses may not receive
adequate training on cyber security best practices, making it easier for cyber
criminals to exploit human errors through tactics like phishing.

3.1 Common Cyber Threats

Micro and SMBs face a myriad of threats, with phishing, malware, and ransomware being
particularly prevalent. Phishing attempts can trick employees into revealing sensitive
information, malware can disrupt operations by infecting systems, and ransomware can
cripple a business by locking access to its critical data.
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07 IMPACT ON MICRO AND SMBs

The impact of cyber crime on micro and SMBs can be devastating, affecting not just their
immediate operational capabilities but also their long-term viability

4.1 Direct impacts

> Financial Loss The most immediate effect of cyber crime is often financial. This
can include the cost of ransoms, loss of business during downtime, and the
expense involved in restoring systems and data.

Data Breach Cyber attacks can lead to significant data breaches, exposing
> sensitive customer or business information, which can have legal and financial
consequences.

Operational Disruption Cyber incidents can disrupt business operations,
> sometimes bringing them to a complete halt. For businesses that rely heavily on
online sales or digital systems, this can be particularly crippling.

4.2 Indirect Impacts

> Reputational Damage The reputational damage from a cyber incident can deter
customers and erode trust, which is difficult and time-consuming to rebuild.
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> Loss of Customer Trust Customers may lose confidence in a business’s ability to
protect their data, leading to a decline in business.

> Legal Consequences Data breaches can result in legal actions from affected
parties and penalties from regulators, especially in industries where data protection
is heavily regulated

4.3 Long-term Effects

The cumulative effect of these impacts can hinder growth and sustainability. Some
businesses may never fully recover, facing a downward spiral of lost customers, reduced
revenues, and an inability to invest in recovery and future growth.

-—

LONG TERM

PLANNING
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05 CASCADING EFFECTS ON
LARGER ENTERPRISES

The interconnected nature of today’s business environment means that the cyber
security posture of micro and SMBs can have significant cascading effects on larger
enterprises. Many large companies rely on a network of smaller businesses as part of
their supply chain, for services ranging from materials supply to data processing. When
one of these smaller entities falls victim to cyber crime, the repercussions can ripple
through to impact the larger partners in unexpected and sometimes devastating ways.

5.1 Dependency on the Supply Chain

Larger enterprises often have extensive supply chains that include numerous micro
businesses and SMBs. A cyber breach in one of these smaller links can disrupt
production lines, data flows, and service delivery, highlighting the need for robust network
security across the entire ecosystem.

5.2 Network Security in a Connected Ecosystem

Ensuring network security across a connected business ecosystem is vital. It involves
implementing stringent cyber security standards and regular audits of the security
practices of all network participants, not just the larger entities.

5.3 Risks to Large Enterprises

Financial risks include the cost of addressing the breach, potential fines, and the impact
on share price. Reputational risks can be even more challenging, as they affect
customer trust and market position long-term.
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06 PERSONAL RESPONSIBILITY
AND loT DEVICES

Internet of Things (1oT) devices connected by individuals significantly add to cyber
security risk.

loT devices often lack robust security features, making them easy targets for cyber
criminals. Many of these devices are designed with convenience in mind, prioritising
ease of use over security. This can lead to inadequate data encryption, unpatched
software, default passwords, and other security oversights that hackers can exploit.
When employees use these devices in their personal lives and connect them to or
alongside corporate networks, they inadvertently open up new avenues for cyber
attacks.

If this starts with a business that isn’t adequately protected, the ramifications for a
potentially huge scale breach especially as it pertains to micro and small to medium-
sized businesses (SMBs) and their interconnectedness with larger enterprises.

6.1 Expansion of the Cyber Attack Surface

The proliferation of 10T devices has expanded the potential attack surface for cyber
criminals. Many of these devices are designed with convenience in mind, rather than
security, making them vulnerable entry points into networks.

6.2 loT Devices in the Business Environment

Micro and SMBs increasingly rely on 10T devices for operations, from smart locks for
physical security to 10T sensors for inventory management. While these devices offer
efficiencies and capabilities, they also present new risks if not properly secured.
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6.3 Risks to Larger Enterprises Through Supply Chain

loT devices connected by individuals within a business context can inadvertently
become the weakest link in the security chain, providing a backdoor into the broader
network. This is particularly concerning for larger enterprises that might be connected to
these smaller businesses.

6.4 Risks to Larger Enterprises Through Supply Chain

> Regular Firmware Updates Ensuring that 0T devices are running the latest
firmware can help patch security vulnerabilities.

> Network Segmentation Keeping loT devices on a separate network from critical
business operations can limit the potential impact of a breach.

> Strong Authentication Mechanisms Implementing strong passwords and two-
factor authentication can help protect device access

6.5 Vendor Assessment

Before integrating 10T devices into business operations, it's essential to assess the
security posture of the device vendors and their commitment to ongoing security support

6.6 Role of Policy and Regulation

Governments and international bodies are increasingly recognising the need to regulate
the security of 10T devices. Policies requiring minimum security standards for 1oT
devices can help mitigate some of the risks

6.6 Future Trends

As the 10T ecosystem continues to evolve, so too will the strategies for securing it.
Future trends may include the development of Al-driven security measures tailored for
loT devices and greater emphasis on end-to-end encryption in device communication
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07 THE ROLE OF GOVERNMENTS
AND INTERNATIONAL BODIES

Governments and international bodies play a crucial role in shaping the cyber security
landscape through regulations, support programs, and international cooperation.

7.1 Regulations and Policies

Implementing and enforcing regulations that require businesses to adhere to specific
cyber security standards helps raise the overall security posture.

7.2 Support for Micro and SMBs

Providing resources, guidelines, and financial incentives for cyber security
improvements can help these businesses bolster their defences.

7.3 International Co-operation

cyber crime often crosses borders, making international cooperation essential in sharing
intelligence, best practices, and support in combating cyber threats.
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08

CAREER HACKERS:
OUR CHILDREN

There are nation state-sponsored hacking
operations that lead to the loss of trillions for
companies and governments, yet a relatively
unknown fact is that the increasing majority of
the infantry are, in fact, children.

This silent, social pandemic, where children
who will never dream of, say, shoplifting, will
happily hijack someone’s social media
account or steal digital assets in video games
initially for kudos and pocket money. From
there it's a slippery slope towards more
nefarious activities, especially as young
people increasingly spend more time online.

The spectrum of “hacking” is wide, from taking over accounts of friends as a prank to
complex ransomware attacks that target large companies or critical infrastructure such as
power plants and water-treatment works.Often, industry experts state, the entry point for
such young hackers is online games, where players who want a digital asset such as an
outfit for an avatar they can’t afford — or their parents won'’t pay for — leads them to chat
rooms where people swap hacking tricks.

The most pressing challenge uniting Governments, Industry and Educators is the ability
to educate this new generation at pace.A generation that is being born into a digital life
who'’s parents are ill-equipped to offer guidance needing for this education to be as
engaging and thrilling as the act itself.
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09 FUTURE TRENDS AND PREDICTIONS

The future landscape of cyber crime and cyber security is expected to be marked by both
emerging threats and technological advancements.

9.1 Emerging Threats

The rise of Al and machine learning could lead to more sophisticated cyber attacks,
requiring advanced defensive measures.

9.2 Advancements in Technologies

Similarly, advancements in Al, blockchain, and quantum computing offer new tools for
enhancing cyber security measures.

9.3 Predictions

A continued increase in cyber crime activity is anticipated, highlighting the importance of
proactive and innovative cyber security strategies.
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Our speakers will be delivering their view on the
impact of breaches in the supply chain from their
personal experiences from the perspective of
Government, Enterprises and SMBs.

We're also joined by our expert who will offer a
lively insight into the way children perceive cyber
crime compared with their usual moral codes. In association with
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